’ RAK musmsssszesmas

e simplest, the bes’ h irel g
The simplest, thebest  Shenzhen Rakwireless Technology Co., Ltd LoRaButton User Manual

RAK _LB801 LoRaButton
Open Source Project
User Manual V1.0

© 2018 Rakwireless all rights reserved .
Mentioned in this document, the actual company and product
names, trademarks are their respective owners.

After update the new version, this document without prior notice.

COPYRIGHT ©
SHENZHEN RAKWIRELESS TECHNOLOGY CO., LTD

www.rakwireless.com ETDX1805081302


http://www.rakwireless.com

’ RAK musmsssszesmas

e simplest, the bes’ Sh h Rakwirel T h I C g Ltd
Th plest, the best enzhen Rakwireless |lechnology Co LoRaButton User Manual

Contents
1 INErOAUCTION. ...ttt ettt saeseese et e ese b e s e s ensessesnenas 3
2. OPEN SOUICE PIOJECL.......ceeeieeeeeeeeeeeeeeeeee ettt ettt ens 4
2.1 ProjECE STIUCKUIE.......oovieieeeeeeeeeee ettt 4
2.2 Configuration Parameters..............cooouioueeeoeeeeeeeeeeeeeeeeeeeee e 5
2.3 MOy REGION..........oeieieeeeeeeee ettt ettt ere e eaeeaeas 6
3. FIrmware DOWNIOAA...........c.cooiiieieieieieect ettt ettt ettt sb e b e s esaeseeneenas 7
B.AUSE COIDE ..ottt ettt ettt bbbt b et b ebe s eke s st e bt e b eseebenees 7
BL2USE KEIIS......ooeeeeteee ettt sttt bt bt bt bt b se b eseebenees 8
3.3USE the SEIal POI.......c.oiiiiieiicicee ettt s se s neenensanes 9
BUASTArt UPQGrade.......oeooeeeeeeeeeeeeeeeeeeee ettt ettt anean 10
4. Contact INFOMMEALION........c.ociiiiiet ittt ebe e re s e s st b ssebasaenensene 11
5. REVISION HISTOIY ..ottt ettt st et e e b ereesbeeteenee s 12

COPYRIGHT ©
SHENZHEN RAKWIRELESS TECHNOLOGY CO., LTD
www.rakwireless.com ETDX1805081302


http://www.rakwireless.com

’ RAK musmsssszesmas

The simplest, the best ~ Shenzhen Rakwireless Technology Co., Ltd LoRaButton User Manual

1. Introduction

RAK_LB801 LoRaButton is a remote wireless trigger designed based on the LoRaWAN protocol. It
supports user-defined functions for each key and supports LoRaWAN working mode, which allows users
to easily link to the LoRaWAN network.

This product is also a LoRa product developed based on the LoRaWAN 1.0.2 protocol, which means
that it supports all prevailing regional frequency bands such as AS923, AU915, EU868, KR920, US915
and IN865.

RAK_LB801 LoRaButton By connecting the serial port configuration parameters, you can achieve
flexible parameter settings, to avoid the inconvenience of adding a fixed parameter. It also supports ABP
and OTAA two ways to join network, greatly increased the use of the product scene.

The product has a standard data format, the user can define their own data format applications. And
this product has passed myDevices Cayenne device certification, the user can directly add this device to
the Cayenne platform, the Cayenne platform will analyze the data to provide users with graphical
interface display data, you can also view the device information on the phone APP. Currently does not
support internal secondary development, but we provide an interface later will gradually open this

feature.
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2. Open Source Project

RAK_LB801 LoRaButton is an open source hardware. So the user can get all the information about
the product, include schematics and program code. Here for everyone a brief introduction to the structure
and basic use of the open source code.

About the open source project, we can download it here:

https://github.com/RAKWireless/RAK811_LoRaButton

This open source project is based on the official code LoRaWAN1.0.2 modified to support ColDE

and Keil5. Have the classA project, respectively, can be used as LoRaWAN test.

2.1Project Structure

Because of the similar project structure of ColDE and Keil5, we introduce the project
structure of ColDE as an example.

4 == classA
4 [ apps
[£ button.c
[ main.c
[ partition.c
4 [y boards
s lep ey
4 @ RAKBI1
s [ cmsis
> [ STM32L1xx HAL Devicer
[ adc-board.c
g board.c
[ eeprom-board.c
[ gpio-board.c
[ i2¢-board.c
[ rte-board.c
[€ spi-board.c
[g sx1276-board.c
[ uart-board.c
4 (74 components
> (% Retarget_printf
4 (74 mac
> [ region
[£ LoRaMac.c
[£ LoRaMacCrypto.c
4 [ radio
[ sx1276.c
4 [ system
> [ crypto
[ adecc
[ delay.c
[g fifo.c
€ gpio.c
[g i2ec
[£] timer.c
2

uart.c
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-apps
-button.c RAK_LB801 LoRaButton operation code
-main.c main function
-partition.c flash operation code
-borads
-mcu
-stm32
-syslrgHandlers.c stm32I1xx platform Interrupt handler
-utilities.c stm32Ixx platform helper functions implementation
-RAK811
-cmsis stm32Ixx platform system initial
-STM32L1xx_HAL_Devicer
-adc_board.c board.c peripheral initial and stm32 related pins operate
-components
-Retarget_printf printf function configuration
-mac
-region the region defined by LoRaWAN1.0.2
-LoRaMac.c LoRa MAC layer implementation
-LoRaMacCrypto.c lora transmit security use AES and cmac check
-radio
-sx1276.c support the semtech sx1276 driver
-system
-crypto lora transmit security use AES and cmac check
-adc.c delay.c... delay ,timer, support and uart,adc,i2c,gpio Interface rewrite

2.2Configuration Parameters

In the classA project, if you want to modify the way the device joins the network and
the parameters of joining the network, these parameters include Dev_EUI, APP_EUI,
APP_KEY, DEV_ADDR, NWKS_KEY, APPS_KEY. You can modify it in the
Commissioning.h file.

If you want to modify the way to join the network, please modify this parameter:
18 /%1

19 * When set to 1 the application uses the Over-the-Air activation procedure
28 * When set to @ the application uses the Personalization activation procedure
31 *y

22 #define OVER_THE_AIR_ACTIVATION i
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If you want to modify Dev_EUI, APP_EUI, APP_KEY, DEV_ADDR, NWKS_KEY,
APPS_KEY these parameters, please modify here:

[[2 mainc 52 (] Commissioning.h £3
31 * \remark This is unique to a company or organization
320 *f

733 #define [TZZANIN] ax60, @xC5, @xAB
34
35 /=1
36 * Mote device IEEE EUI (big endian)
39| =
38 * \remark In this application the value is automatically generated by calling
£ BB BoardGetUniqueId function
40 =/
21 #define LORAWAN_DEVICE_EUT { IEEE_OUI, @xFF, BxEE, @x@0, 0x00, 0x20 }
42
43 %1
44 = Application IEEE EUT (big endian)
15 =/
46 #define LORAWAN_APPLICATION EUT { @x70, 0xB3, Bxd5, Ox7E, 0xD@, 0x0@, Ox86, OxE2 }
47 //78b3d57=f00046a4  70B3D57E DOOO7DFA
48 /<1
49 * AES encryption/decryption cipher application key
56 =/
51#define LORAMAN APPLICATION_KEY { 0x19, BxAl, OxE6, OxF6, Bx77, OxC4, BxBE, BxSE, OxAC, OxDE, Bx57, @x29, Ox1F, @x86, Ox8C, Ox38 }
52 //a6b@8148daeld795ebfa5abdeelfddbd B9A5@3D6256F9EF612A15181F583880A
53/%1
54 * Current network ID
55 %/
56 #define LORAWAN_ NETWORK_ID ( uint32_t )8
57
58 /%1
59 * Device address on the network (big endian)
60 *
61 * \remark In this application the value is automatically generated using
62 - a pseudo random generator seeded with a value derived from
63 BoardUniqueId value if LORAWAN_DEVICE_ADDRESS is set to @
64 =/
65 #define LORAWAN_DEVICE_ADDRESS ( uint32_t )©x00080000
66
67 /51
68 * AES encryption/decryption cipher network session key
69 %/
70 #define LORAMAN_NWKSKEY { @x2B, Ox7E, Bx15, @x16, Ox28, OxAE, OxD2, OxA6, OxAB, OxF7, 0x15, Ox88, 0x09, @xCF, @x4F, @x3C }
71
72 /%1
73 * AES encryption/decryption cipher application session key
74 %/
75 #idefine LORAWAN_APPSKEY { 0x2B, Bx7E, Ox15, Ox16, Bx28, OxXAE, OxD2, BxA6, OxAB, OxF7, Ox15, Ox88, Ox09, @xCF, Ox4F, Ox3C }
76

77 #endif // _ LORA_COMMISSIONING H__
78

2.3Modify Region

The open source code is based on LoRaWAN1.0.2 modified from, so the supported
regions have: EU868, US915, AS923, AU915, IN865, KR920. If you want to modify the
region, you can modify the macro definition.

= " [E=mE =)
Fle Edit View Project Flash Debug Seath  Help

EE TR $r BL0 B -F-wo-D-
(. Project £, 83 Component Vi © mainc _[[3 Commissioningh__[[3 buttone [ boarde |3 boardh _[{2 Configuration 52 = 5[ outi % @ Grap| Dl Grap| = O

@compue

< class =
- 2§ Basic setting L
8 butonc = o optimiztion
=] Advance setting
Bffoars et ES v |

& mainc Optimiz

— - /An outine s not available.

Uik @output @ user (2)Devugger

o bosrds vebug: VARNNING
oo meu setaut dobug v M s v
o RS

B components
o Retargetprnt

Bjprintic Includepaths:

B 3 einsd Siiisoi
@ region m;wrmruﬁw/ o

(2 Regionc
(2] RegionAS923.c
(2] RegionAUSI5.c
(2 RegionCommon.c
(2 Region€UBSE.c
(2l RegionINgES.c
(2] RegionkR920.c
(2l RegionUS915.c
(2] RegionUS915-Hybrid.c Compiler Control string
(5] LoRaMace
(&) LoRaMacCrypto.c mepuncortexmd) ; [mthumb) ; (42 ; (Wl ; (:0s] ; [DUSELDEBUGGER| ; ‘DUSE_HALDRIVER) ; [-STAGILISIE ; [DSTASALISICAIE) ; [DREGION_EuBes ; (1.7, /o ;
G radio
@) 1276c
G system 1z omedslmeu st st 32w ol v e 5 [ farclmac | 3
& copto
(2 sdec
(&) delayc
(@) foc
(@ gpioc
(8 i2ec
(5 mer.c
(&) varte

51C8U =

o) ; () ; B

Tolsrclappsleiassa) ;

© Console 1 ¥ Search “@-n5--0

No consoles to display at this time.
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3. Firmware Download

RAK_LB801 LoRaButton support two development environments for programming.
First of all, it can support ColDE to edit code to generate bin file. Secondly, support Keil5
to write to make bin file.Anyway, you need a rak811_lorabutton.bin file.

3.1Use ColDE

Use ColDE to compile program,You can directly generate rak811_lorabutton.bin
file,open ColDE project, click compile, See below:

O Cooton ColDE T i1
Fle Edit Views#foject Flash Debug  Searc

EEIRES

[= &=l

= OBz outi 2\ @ Grep| D Grap| = O

(5 Project &3 . B3 Component Vi

B~ BRW 0% T

Target [dlassA ~ o stingh -
5 B mathh
£oe U boardh

U LoRaMach

# APPTXDUTYCYCLE RND
# LORAWAN_DEFAULT DATARATE
# LORAWAN_CONFIRMED_MSG_(|

# LORAWAN_ADR ON
U LoRaMacTesth
# LORAWAN_DUTVCYCLE ON

#
¥
e
#
¥
# Lo
#

# LORAWAN_APP_PORT
# LORAWAN_APP_DATA SIZE
# LORAWAN_APP_DATA.SIZ

16 /%1 \file classA/SensorNode/main.c *

17
18 #include <string.h>
19 #include <math.h>

20 “board.h"

“LoRaMac.h"
“Region.h”
“Commissioning.h"

yele. 15 ©° Devaddr : int32
©° AppPort

G =9
Build
[cc] Parsing ..\..\.-\..\..\src\boards\RAK811BreakBoard\rtc-board. ¢
[cc] Parsing ..\..\..\..\..\src\system\crypto\cmac.c
[cc] Parsing ..\..\..\..\..\src\system\crypto\aes.c
P Ik i ) A ki 5 < K
8

W dassA (&) classA/apps/mainc

The generated bin file is at the address:
A\RAK811_LoRaButton-master\colDE\classA\classA\Debug\bin
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3.2Use Keil5

RAK company will also launch its own specific function of the bin file for users to
upgrade and used.

If you want to compile the bin file using Keil5, you need to add these as shown below:

fromelf.exe --bin -0 "SL@L.bin" "#L"

Options for Target 'RAKB11 |orabutton’
Dewice ] Tarzet 1 COutput 1 Listing User C/C++ j h=m j Linker j Debug i Ttilities 1
Command ltems User Command w  Stop on Exi... 5.
[=)--Before Compile C/C++ File
[T Run#l (=] Mot Specified ||
[~ Run#2 (2] Mot Specified ||
i=l--Before Build/Rebuild
[” Run#1 (2] Mot Specified [
[T Run#2 2] Mot Specified ||
[=]-- After Build/Rebuild /
o Run #1407 fromelf.exe --bin -0 "SL@L.bin" "#L" (=] Mot Specified [
[ Run#2 (2] Mot Specified [
[ Run ‘After-Build’ Conditionally
[+ Beep When Complete [~ Start Debugging

[1):4 | Cancel Defanlts I Help

Click compile.

Has@le - & e&|F)

APE_TX_DUTYCYCLE

DT\ SoTE\ARM\ARNCC\BAR "

\RAKE11.1 - 11, e 1 a " "Ei\code\RAKE11 L . 1

LN/ TRACE Cortex L602C24 | CAP NUM SCRL OVR

The generated bin file is at the address:
JARAK811_LoRaButton-master\Keil\classA\Objects
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3.3Use the Serial Port

This device uses USB to serial port chip CP2102, so after the device is connected to
the computer, the driver will usually be installed automatically, if you find that your
computer is not automatically installed, please go to this link to download the driver:

http://docs.rakwireless.com/en/RAK811/Tools/CP210x_Windows_Drivers.zip

4? 0 (COM #H] LPT) ‘/'
. "% Silicon Labs CP210x USB to UART Bridge (COMS)

-5 FTEIRERO (LPT)

- 15 BEE0 (COM1)

ABP mode serial port operation diagram.

Q/QCoM VL6 [E=H E=h =
About
COM Fort Setting Command List
COM Port: [5 - Bandrate: [115200 =] StopBits:[I  ~] Farity: [Home ~| [ Cheose AL Comnands HEx [7 Enter  Delay (n)
[ 1 [attversion r# 1
ByteSize: |5 Flow Comtrol: [Ho Ctrl Flow ~ T~ 2 [attmode=D r W z
g [7 3: |attget_config=dev_eu rw 3
Keyl press I~ 4: |attset_config=dev_addr:260116906mk: | 4 10000
ADZ=265T mw I~ 5 [attset_config=join_mede:0 W 5
Battery state: 2, per: 90% [ 6 [attreset=0 r e~ B
Hot jeined ro re ([
ABF:
Dev_EUL: B0 CS 48 FF EE 00 00 20 L] WG
Devhddr: ZRO117IE Ciez ] [ A
WwkSKey: ES 97 45 3F DT D3 79 A0 C4 FT 05 6 Bl IZ 95 B8 a0 ¥
AppSey: 35 Ak CT BA 13 9E 7D SE 93 A8 5C 9C 00 79 ED E2 o w0 e |
HeyZ press e CEelr
AIZ=EESS mv —
Battery state: 2, per: 90% s m T
Wot jained (MR rF
ABF: s r W+ 15
Dew EUT: B0 CS &5 FF EE 00 00 20 6 rEows |
Deviddr: 26011705 o re = ([
WwkSEey: ES 97 45 3F D7 D3 T9 A0 C4 FT 0B 64 Bl IZ 95 B3
AppSKey: 35 AA CT BA 19 9E 7D SB 93 A9 SC 9C 00 79 ED E2 (MR CF =
s C &= 19
I~ 20: | rF =z
[2018-04-25_19:25:32:273] Open COM Fort Success | CrF =21
I zz | L [Eze
[ 23] VIO oz
2a: | [ !
Operation oos: | rw o= |
Clear Information [T IR [~ RIS I~ View File [~ Shaw Time oo I m o6 "—
Tapat Sivings [~ HEX String [~ Show In HEX ¥ Send With Enter izt r = et
I 2s: r W ==
Send Command Io2s: | W
R Times: i
Load Test Seript ] Clear A1l Commands ]
Seleet File | | | Send File Delay Time (n3): 2000
[T Save Log | [0 \BAKProduetFile\TOTHEHE T4 N LTE \BGOE \Tool sAQCOM_V1. BAQEON_LDG. £ Tave s Seript Eun

COPYRIGHT ©
SHENZHEN RAKWIRELESS TECHNOLOGY CO., LTD
www.rakwireless.com ETDX1805081302


http://docs.rakwireless.com/en/RAK811/Tools/CP210x_Windows_Drivers.zip
http://www.rakwireless.com

’ RAK musmsssszesmas

e simplest, the bes’ Sh h Rakwirel T h I C g Ltd
Th plest, the best enzhen Rakwireless |lechnology Co LoRaButton User Manual

3.4Start Upgrade

Please refer to RAK _LB801 LoRaButton Firmware Upgrade manual for details of
firmware upgrade.

Download the url of this file:

http://www.rakwireless.com/en/download
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4. Contact information

Shenzhen Business
E-Mail: ken.yu@rakwireless.com
Address: Room 506, Bldg. 3, Mingi Technology Park, No.65 Taoyuan Road, Xili Block,

Nanshan District, Shenzhen

Shenzhen Technical

E-Mail: steven.tang@rakwireless.com

Tel : 0755-86108311

Address: Room 506, Bldg. 3, Mingi Technology Park, No.65 Taoyuan Road, Xili Block,

Nanshan District, Shenzhen
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5. Revision History

V1.0 2018-04-25 First release Chace
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